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Simulated annealing optimization techniques. Experiments show that our approaches outperform the

reference approaches in terms of risk mitigation and performance.
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1. Introduction

Cyber-attacks over critical infrastructures have proliferated at an alarming rate in the last decade [1]. This
poses a significant threat, due to the high level of dependency that our society has on what are known as
critical infrastructures. If any of these infrastructures is compromised, it can have a serious impact in our life
and disrupt the normal society order as a whole. The protection of critical infrastructures against cyber-attacks
is thus a top priority for governments and critical service operators.

Critical infrastructures are characterized by a high level of interconnection. Many of these (physical,
logical, or virtual) dependencies are not revealed until a crisis arises. This high level of interdependency may
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lead to cascading failures. Even small disrupticeus be enough to unleash dramatic consequenceghn h

complexity systems.

The entry point for most of these cyber-attacks wahat we call critical network infrastructures (gNI
which are those communication network infrastrugsuwvhose disruption, intentional or accidental,dagyh
impact because of either its massive, even glatgdloyment (e.g., Internet, cell provider networks)its
supporting role for other critical infrastructurésg., the internal communications network for twatrol
system in a nuclear facility, or the communicatiogtwork for the electrical grid).When addressing th
challenge of increasing robustness in CNI, the ephof network resilience emerges. We can define/oni
resilience [2, 3] as the ability of a network tdete itself and keep an acceptable service levidlerpresence
of such challenges as malicious attacks, hardwaikirés, human mistakes (hardware or software
misconfigurations) and large-scale natural disadteat may threaten its normal operation.

In this work, we addres®active network resiliengevhich extends the concept of network resilierce t
cover the ability of a network to reconfigure ifsel the event of a security incident so that tis& of further
damage is mitigated. This is radically differentrfr the usual notions of resilience, where the nekvi®
designed so that the attack impact is minimizedriarip For instance, [4] designs cloud-based aaitic
infrastructures so that there are redundancieshwiinimize the impact of a service disruption. By §] the
network is designed so that diversity is maximizedprevent attacks which affect similar configioas to
propagate throughout the network. In contrast,ake tadvantage of the possibilities of new (semityalized
network infrastructures to perform the network égufation in a reactive manner once the attacktwsen
detected. In this way, the resulting configurati®specific for the location of the attack, hentteveing for a
greater risk reduction.

In particular, we propose REACT, a distributed feavork for reactive network reconfiguration in (semi
virtualized CNIs over a zero-day attack threat nhodkhis threat model assumes that the specific
vulnerabilities used by the attack are unknowrhtorietwork operators, and therefore can only bectled by
using an anomaly-based IDS (Intrusion Detectionte3ys REACT uses the alert reports from such an IDS
as well as am priori risk analysis model of the network, to propose & network configuration (that is, an
alternative redeployment of the different compogrentthe network) that will minimize the impact thfe
incident. It is important to note that, althoughliciaus attacks are not the only challenge to cojté in
CNls, these types of attacks are generally the masnful ones as they are focused on blocking ndtwo
services. Network resilience challenges are aléferdnt with malicious attacks, human errors orurelt
disasters [7]: the latter two have a more randachdistributed nature, while the former are usufilyused
on nodes that play an essential role in the netwarknore in-depth discussion of related literatwih an
emphasis on zero-day resiliency, can be found ai&e2.

Our goal is, therefore, to build a distributed, atése risk-mitigation framework for (semi-)virtuakd
critical network infrastructures. The paper conttés to this goal in the following ways:

* We propose a risk model, based on multi-layer nektgyowhich takes into account conventional risk
analysis metrics and novel zero-day resilience ioge(6ection 3.1).

« We propose two different perspectives to make nisfigation, using this risk model, tractable inlrea
time (Section 3.2).

« We propose a distributed system for reactive remepént management, with a strategy based on a
solution the well-known graph coloring problem (&ac 3.3).

« We adapt several state of the art techniques ttifgerow to redeploy networks upon a security dgit
alert (Section 3.3.2), and propose two novel apgres which benefit from the graph structure of the
problem (Section 3.3.3).

To validate our approach and evaluate the itmpfour contributions, we conducted a set of expents
over a range of randomly-generated scenarios. iBhidescribed in Section 4. Our results show that ou
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approaches outperform the reference techniquesrimstof both risk mitigation and performance. Ict®m
4.3, we report our evaluations of the effect of eometwork properties on risk reduction. In sectigrwe
summarize our contributions and identify linesfisure research.

The rest of the paper is structured as follows. fiéxt section includes the related work while Sec8
describes the proposed framework for network exsii¢ in critical infrastructures, defining the mioaied the
techniques used for its optimization. The perforogamvaluation and results of the proposal are shiown
Section 4. Finally, a summary of the paper and soomeluding remarks are given in Section 5.

2. Related Work

2.1. Network resiliency under zero-day attacks

Recently, there has been a growing interest in miaiig the resilience of critical infrastructured],
which increasingly rely on networked computer syse Network vulnerability is a widely acknowledged
problem with a history of global scale incidentsttbaccidental [9] and as a result of maliciousvéis [10].

In this work we focus on malicious activities amaipre specifically, on zero-day attacks. While fready-
known attacks the solution will be probably foundtie use of firewalls, antivirus or software patghand
upgrading, the mitigation of zero-day attacks tsaeder task due to the lack of information. In likerature,
the work related to zero-day attacks comprisesdifferent fields. The first one is the detectionzefro-day
attacks [11, 12]. The second one, more relatedi®work, is devoted to the development of metfars
evaluating the resilience of a network against zizp attacks. The proposal of metrics is of vitaportance
to measure the network security, as “you cannotrdwg what you cannot measure” [13]. Network segurit
metrics usually assign scores to vulnerabilitiesoading to their probability and impact. A reviemda
performance comparison of such metrics can be fouj@i4-17]. However, this type of metrics is natlid
for zero-day attacks, due to the lack of knowledigeut them. For that reason, there are some wiiri8s4nd
[13]) that propose metrics specifically suited Zero-day attacks. In [18], authors consider netvebviersity
as a metric for evaluating resilience, while in][H8ithors propose a metric based on counting howyma
distinct zero-day vulnerabilities are required canpromise a network asset.

Another interesting field related to our work, bubt specially devoted to zero-day attacks, are the
pioneering contributions [19] and [20], where auwth@nalyze the robustness of complex networks to
localized attacks, to determine how much damagetaark can sustain before it collapses. The diffees
between these efforts and our own are clear, aetpapers are more theoretical, and we considee mor
realistic computer network models. Our network nis@ee more realistic, we believe, because thepased
on multi-layer graphs. It has become increasintgarcthat we need to go beyond monolayer graph Hiogle
and explore more realistic and complex models2lt,[for example, resilience in cloud computingtisdied
using multilayer graphs. Multiplex or multi-relatial networks connect nodes using links that camesep
different kinds of relationships [22]. Multileveletworks and meta-networks enable hierarchical &tres
and nodes and links of different types [23]. Relgeri24] has presented a unified modelling framekvtor
multi-layer networks that includes these concepts iunified manner that takes advantage of therdifit
mathematical tools available in the state of the ar

The last scientific field to which our work is redd to, and also we intend to contribute, involtresuse of
optimization techniques based on negotiation tonta@ network resilience in a distributed and self-
organized way. These optimization techniques deterrine optimal design of critical networks, inner of
the component configuration and network topology, maximize resilience against zero-day attacks.
Traditionally, networks are deployed to fulfil bness requirements, while network security is leftaa
afterthought. More recent work suggests, howevet hetwork configuration and topology should péay
paramount role in network design, even to the éxdénreating a dynamic environment to hinder theppse
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of attackers [25]. This approach of reconfiguritg thetwork topology has been successfully deplaged
different scenarios like Internet of Things (I0Rg].

The distributed and adaptive nature of criticalwwek infrastructures, along with the need to reach
consensus between conflicting individual goals ¢thieve a social goal, suggests the use of negmtiati
techniques. However, most negotiation researcHdtased on problems with one issue (typically primea
few independent issues [27] and are demonstratidyoptimal for negotiations with multiple interdekamt
issues [28]. While some previous efforts [29, 38yd attempted to address this challenge, theydadeus
limitations in terms of outcome optimality, strategstability and scalability. These three perforogn
indicators are key enablers for the success ofmiguition systems in large real-world infrastructjréue to
their continuous increase in network size, stradtaomplexity and dynamicity [31]. One of the calmitions
of this paper is to provide a realistic setting vehthe possibilities for application of these tdgles can be
evaluated.

2.2. (Semi-)virtualized networking

The approach described in this paper takes intowtcthe ongoing transformation of datacenters and
datacenter networks, driven by virtualization, @oétion, and containers. Virtualization has transied the
way in which we design and manage servers and efgrs. This has led to increasing efficiencies and
trend towards automation. Virtualization along wittimfiguration management tools, such as Puppetf @h
Ansible [32], has led to a new approach known agy@@mmable infrastructure or Infrastructure as Code
(1aC) [33]. Infrastructure as Code is an approazhinfrastructure automation, based on practicesfro
software development, that emphasizes consismeatable routines for provisioning and changirsgiesyis
and their configuration. laC can be defined as “frecess of managing and provisioning computing
infrastructure (processes, bare-metal servergjaligervers, etc.) and their configuration throumggwchine-
processable definition files, rather than physkaidware configuration or the use of interactivefiguration
tools” [34]. This way, IT infrastructure supportsdaenables change, and users are able to defimgsion,
and manage the resources they need. Changes fiontieag systems become routine and improvements can
be made continuously: there is a document desgrilie deployment and introducing changes to the
deployment is just a matter of modifying that doemtnand applying the modification by using the mrop
provisioning and configuration management toolds Itmportant to notice that this is not only liett to
server management but to network creation, cordiipm and management, thanks to approaches and
technologies such as Network Function VirtualizaidFV) and Software Defined Networking (SDN) [35].

Finally, for working with large distributed infrasctures, the use of container technologies, sadbaeker
[36], is also increasing. Containers are isolatiedgs where an application can run without affectime rest
of the system, and without the system affectingapplication [37]. By using containers, it is pibs to
isolate pieces of a system into separate contaif@nsinstance, you can have a container for Apaehe
container for MySQL, and one for MongoDB. The utygiag idea is being able to create your distributed
system by combining containers that provide thectionality that you need. This allows us to iselat
individual elements of the application into indegent units that can be managed in a flexible manner
Containers can be created and distributed by meapsiblic or private repositories [38], just likede is
distributed in places such g#&hub or bitbucket Container technology represents the technologyndation
for the component layer that we propose in thiskwor

2.3. Distributed approximations to security andical infrastructures

As inherently connected and interdependent complestems, critical infrastructures are not alien to
distributed modelling [39]. In fact, a number oteassful approaches to security in these envirotsrieave
emerged in the last years. Of particular interestthe approximations based on the idea of “sgcgdames”
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[40]. These efforts use computational game theorpuild decision support systems for efficient ségu
resource allocation in surveillance scenarios (@igport security), by modelling the allocation pess as a
Bayesian Stackelberg game [40]. In domains moredlto communication networks, we can find game-
theoretic works regarding intrusion detection, efgly for distributed systems [41]. There are sowerks
which study virtualized scenarios, such as cloudating [42] or software-defined networks [43]. Hoxer,
both works address a very different threat (disted denial-of-service attacks, DDoS), and theyigomore
on detection than on mitigation. In [42] authosstty maximize IDS detection probability, and thegdel the
problem as a security game against the attackechvatitempts to minimize this probability. In ouork we
take as a starting point the detection of the comise, and we study reactive network reconfiguratio
response to that incident so that the risk of rittamage is mitigated. [43] is a bit closer to approach in
the sense that it considers attack mitigationegjias, but the attack mitigation strategies areiipeéo DDoS
attacks and SDN controller rules (e.g. forward, pdronodify), not considering the re-instantiation of
components or the dynamic topological changes waéwlih in this work.

Although there are works which address resiliencgloud-based critical infrastructures [4], they st
more in the sense of providing redundancy agaiestice disruption (specially in cyber-physical qont
systems). Our work, however, focuses on preventimgat propagation throughout the network, where
redundant pathways may indeed jeopardize resiliemtter than increasing it. This is related to ¢bacept
of network diversity [13,18], which we discussedattion 2.1.

To the best of our knowledge, our work is the fattempt to use network diversity to provide reacti
resilience in the event of a cyber-attack. We digraliminary exploration of this line of work in ¢h
conference paper [44]. After the publication ofttivark, other authors have recently taken a singifggroach
[45], although with some key differences. Firstalif they study the “resilience-by-design” probleim,.the
sense that they try to optimize the a priori neknaiversity so that the overall vulnerability oktimetwork is
mitigated. In addition, they focus on diversitysafcurity mechanisms (SM) in the protection of Sn@aitls,
while our model is generic and takes into accodinelements of the network infrastructure. Finaltiie
modelling they use is a flat graph rather than dtifayer network and does not allow for topolodica
deployment changes as part of the optimizationge®c

In this paper we deepen the work we initiated id][4ntroducing significant differences in the méde
approach and evaluation. First, the proposed rayéil model in this paper is more accurate, incly@dmew
layer called the instance layer as well as theipiisg for layer multiplicity, which greatly incrases the
expressiveness of the model. Second, we introduvera refined model for risks, including inhereisks.
Third, in [44] we proposed the configuration-sprgadjection, and now we propose the network-spread
projection, which allows improved risk reductioraufth, we propose a new technique to tackle thadlpm
and compare it with the proposal made in [44], shgwhat the new proposal is much more efficiemaky,
the performance evaluation conducted in this paperore comprehensive, including an analysis ofefifiect
that network metrics have on the achievable rigkucdon, and an experimental comparison which the
aforementioned work [45], which shows significadvantages for our approaches in terms of risk réotuc

3. A Distributed Framework For Reactive Reslienceln Critical Infrastructures

In this section, we describe our proposal for rigactesilience in (semi)virtualized critical netvwkor
infrastructures. The framework starts from thedwaihg environment assumptions:
e There is a weighted risk assessment of the systion §o the operation of our framework. This risk
assessment comprises an inventory of system aakmig, with their value and interdependencies.
e Assets rely on components to function. These compisncan be instantiated according to different
configurations.
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e The main threat considered are zero-day attackshvdre normally configuration-specific, that iegy
affect just a single configuration or a set of $&#mbnes.

e Components are virtualized and can be deployediftereht physical hosts along the physical network
infrastructure, using a container paradigm as dised above.

e There is a control plane where the deployment dstsare made. This control plane is in an overlay,
isolated network, and thus it is assumed not torigker the discussed threats.

e There is an intrusion detection system (IDS) ableléntify compromised components. We assume it to
be an anomaly-detection based IDS, since zero-tlagka are by definition unknown, and therefore no
additional information about the incident will beopided.

In the following, we describe our proposal, whishbiased on three key elements: a multilayer network
model, a reactive resilience risk model which ireBitwo alternative perspectives of the problem, amd
optimization process, inspired by graph coloriray, feactive redeployment. We then describe the idatel
techniques we have evaluated to guide this optimizaprocess. First, we describe several centmlize
optimization techniques from the literature thatwse as references. Then, we propose two novehitpeds
which take advantage of the graph structure ofpitoblem: TSC-DSATUR and Gossip-Partitioned Belief-
Propagation (GPBP).

3.1.REACT Multilayer network model

As described above, REACT takes risk assessment aderd reports and derives a new network
configuration intended to maximize resilience. Thiave this goal, REACT uses a multilayer netwodded
to capture the situational awareness input forctiitecal infrastructure. An outline of the modelskown in
Fig. 1.

The model defines four types of layers, which mpgear with variable multiplicity. Thasset layeron
top, is extracted from risk analysis, and captutke relative importance of the assets and their
interdependencies. The bottom layer is ihiastructure layer which represents the actual infrastructure
elements (hosts, links and network appliances) upbith the assets are deployed within the network.
Between these two end layers, there are a numbeoraponent-instance layer pairs, which represeat th
components (e.g. databases, backend or frontemeerts) upon which assets depend on to provide their
functionality, and the actual instantiation of thesomponents with particular configurations andredeg of
redundancy. In the following, we describe in mdegail the different layers and the informationytipeovide
to the model.

3.1.1. Asset Layer

As stated above, the asset layer is extracted fighranalysis, and is intended to capture the vafubeir
different assets and the dependency relationshigmg them. This is represented as a weighted dilect
graph, where nodes represent assets and incomijgs ¢d a node represent assets the node depenésron.

Fig. 1. REACT multilayer network model.
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instance, in the asset layer shown at the top @f Fiasset, depends on assets anda, asset, depends
onas, and assets; andag are mutually interdependent.

Node weights (e.gw,,) are mandatory and represent the relative impoetasf a given asset for the
organization, from the point of view of risk anaysEdge weights (e.gw,, ,,) are optional and represent the
criticality of the dependency between two asseterd may be different ways to estimate the valuthede
weights, but in general they will represent theatige impact on one asset of the failure of anotker
instance, an edge weight, ,, = 0.5 indicates that a failure of assgtwill reduce the value/performance of
assefn, to 50%, or that if asset; fails there is a probability of 50% of failure jpagation taz,.

3.1.2. Components and instance layers

These layers capture the components (generallyward} each asset relies on to provide its functigna
and value to the organization. For instance, arg@ntrol application within the critical infrastrure may
require using a Web Service, or a given databaséik&J[44], the layer is doubled, with the uppeyda
representing the components’ abstract functionadithd the lower layer representing the actual mgtaon
of this functionality in the system.

The reasons for this distinction are twofold. Oredrand, a given component may often have multiple
instances, mainly for redundancy. On the other hamgile the component layer captures the abstract
functionality of a given component (e.g., a web leaion), the instance layer represents the actual
configuration of that component (e.g., a PHP wetlieation using a MySQL database). This double-lagie
approach allows us to capture a wide variety of ¢tleenponent instantiation policies used in critical
infrastructures. For example, a component coulcehswo instances with identical configurations othwi
different configurations for increased zero-dayiliessce. Note that, for convenience, we represémt t
different component configurations as colors.

Furthermore, additional component-instance layarspean be included in the model to provide finer
granularity in the description of the componentfirations. For instance, the configuration fagigen web
application can be provided in a single layer, vatissible values being e.g., LAMP (Linux, Apache,9®L
and PHP) or WAMP (Windows, instead of Linux). Anethoption could be to split the configuration
description into four layer pairs: operating systéhinux, Windows, MacOS...), database (MySQL,
PostgreSQL...), Web Server (Apache, Nginx...) and Weplikation framework (PHP, JSP...). This allows
for great expressiveness when describing the system

3.1.3. Infrastructure layer

This layer represents the actual physical/logiedivork infrastructure in the critical infrastruotyrthat is,
the actual hosts and network elements in the imfretsire. We assume a (partially) virtualized natwso
that the topology of this layer may not representatual physical topology. This layer could betspto
virtual and physical network layers as necessagudgh. For the purpose of our resilience analyseswill
assume that the network infrastructure is divided segments (e.g., DMZs, VLANSs), and we will gibem
colors for convenience. It is important to notet tihés layer also defines the entry points to thavork.

3.2.REACT reactive resilience model

REACT will deal mainly with resilience to zero-dagtacks. Zero-days are normally configuration-sipeci
(e.g., a zero-day exploit for Mac OS X 10.10.1)d ahey may lead to cascade attacks (e.g., whemavi
adjacent firewalls which are all vulnerable to H#ane zero-day). Therefore, we need to update tlzinio
take into account the effect of potential vulnelitibs and attack chains, as a result of the ictéya both
between configurations and between topology segmedte that in [44] only cross-segment and cross-
configuration vulnerabilities were taken into acauvhile we now also consider inherent vulnerébi.

To account for the impact, on resilience, of usapgcific configurations in our system, we includet
parameters:
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e Inherent zero-day vulnerability (v;): for a given configuration;, this vulnerability values; accounts
for the relative probability of a zero-day beingsativered for that particular configuration. This
probability can be estimated from previous advies®idr from other risk analysis tools and reports. F
instance, recent security reports may indicate thatexistence of a zero-day exploit against a LAMP
configuration is very low, and therefore we canigsssuch configuration an inherent zero-day
vulnerability value of 0.05.

» Cross-configuration zero-day vulnerability (wv;;): this vulnerability valuev;; accounts for the
probability that a zero-day exploit over configimaty; would allow also to compromise configuration
y;. Usually, this is directly related to configuratidiversity [46]. For instance, given that LAMP and
WAMP configurations are extremely similar, they kbie assigned a cross-configuration zero-day
vulnerability value of 0.8.

3.2.1. Topology-related vulnerabilities

These vulnerabilities are related to the ease bighwhn attacker can reach a specific segment of the
network infrastructure, or jump from one networkysent to another. This, in turn, is directly rethte the
routing policies as well as the access controlsratenfigured in firewalls. From the analysis ofg@eules, we
can derive, as before, two different vulnerabiligfues:

e Inherent segment vulnerability (y;): for a given topology segmesf, this vulnerability valueg;
represents how easy would be for an attacker tol garckets to this segment of the network. For
instance, the inherent vulnerability value for themost DMZ of the network could be 1 (could be dow
but since it is used only in relative terms, thatd be indifferent), while the vulnerability valder an
adjacent network segment protected by a firewallctcbe 0.8.

* Cross-segment vulnerability (u;;): this vulnerability value;; represents how easy would be for an
attacker to send packets from segmgio segmens;, provided that a machine in segmenbas been
compromised. Again, this largely depends on firéwatess control rules, though it can be generally
assumed that adjacent segments will have highss@egment vulnerability values than distant ones.

3.2.2. Potential attack paths from a given security incidehe network-spread projection

REACT is intended to act in response to an alemfan IDS. Such alert will correspond to anomalous
behavior in a given component, host or network sagnmBoth machine-wide or segment-wide alerts @an b
generalized to component-wise alerts, by assumingoest-case scenario where all components in the
affected machine or network segment may have bempmmised. Therefore, without loss of generalitg,
can assume that REACT reacts to compromises in goems. If a component has been compromigttdck
pathscan be traced from these components to other coem® in the system, provided that there is a viay a
attacker could progress from one component to anpttmroughout the network and by compromising
successive machines. To take this into accountanéflatten” the multilayer network model intanatwork-
spread projectiorfrom a given compromised component.

Figure 2 shows an example of such a projectionthitn example, component; ®@as been compromised,

Fig. 2. Network-spread projection of the model.
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and the projection shows all components which atergially reachable from that node. Two components
andc; are connected if there is a network path betwaemt(that is, if an attacker could send packetsfro
the network segmet containing component and the network segmesjtcontaining componeny). The
weight of the edge connecting these two nodes whbelthe corresponding cross-segment vulnerabitityes
uij- In the figure, lower-weight edges are represeriteddashed lines for convenience, and instance
configurations are represented by colors.

With this projection in mind, aattack pathfrom any node (for example,) to another node (say, for
instance), is a loopless path between these twesn(d our example, for instance, path,c;c,). Any attack
pathP will have an associateattack probabilityec,, computed as the product of the edge weightsarptth
(given byu;;) and thenode contagion costgiven by the minimum of the cross-configuratiorinasability
valuev;; among the already traversed nodes in the paticdount for the fact that any already compromised
(or similar enough) configuration will be easy wngpromise for an attacker. That is, for a giveacktpath
P = (¢4, ¢y, ..., Cy), the associated probability, will be:

N-1
Xp= 1_[ (#i,i+1 'jfgifl Uj,i+1)
i=1
This allows us to estimate the worst-case oveisil over a given componentwhen we know that; has
been compromised as the risk of the highest prdibahitack path:

pCi|Cj = vmaX OCP

C]'—>Ci
Given that every componeaqtis associated to an asget{and we denote it as — a;) through the links
between the asset layer and the component layetaweompute the inherent risk over a given adtmtthe

compromise ot; as
pai|cj = z pCi|Cj
klck—a;
Taking into account the dependencies between asgets , extracted from the asset layer, we can
iteratively compute the aggregated risk over aktsz;, as follows:
*  Atiteration 0:p4,,° = Payic;
¢ At iteration t: pallc]t = pailc]- + Zk|ak—»ai Wakaaipaklc]
This computation is guaranteed to converge in adtmdterations, wheral is the diameter of the graph

induced by the asset layer, yielding a final valuethe risk over each asset. From these riskstlamdisset
weights (also from the asset layer), we can findlyive the overall risk over the system as a tesfuthe

compromise of component:
— _ —d
pc] - Z Wal-pal|c]

aj
Therefore, the goal of REACT is to produce an akléve configuration of the system which minimizes
this risk.

3.2.3. An alternative perspective of the problem: the mpmhtion-spread projection

t—1
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Fig. 3. Configuration-spread projection.

The model above, though correct, imposes some c@tipoal overhead which limit its scalability.
Ignoring the effect of the cross-configuration \erability valueSpCilcj computation can be thought as an

analogy of the shortest path problem with non-riggakal weights (taking/u;; as edge weights), which is
roughly solvable ir0(E + V), with E andV being, respectively, the edges and vertices oh#dteork-spread
projection. However, when we introduce the effddhe cross-configuration vulnerability values, thay «,

is defined requires to computein;;,, v;;41 for every attack path, which is in the worst ca§&?). Given
that REACT is expected to respond to the attackitsvie a timely fashion, such model is not usefulthis
scenario.

Taking this into account, we propose an alterngpragection of the multilayer network model, whiale
call configuration-spread projectionin this case, components are connected if thergtsea significant
similarity between their configurations which inves the risk of zero-day spread, and the weighh®finks
is the cross-configuration vulnerability valwg . Figure 3 shows the corresponding projection far o
example, where we have connected those nodes iniilars configurations. In this projection, node aol
represents the network segment where a particol@ponent instance has been deployed, accordinggeto t
infrastructure layer.

With this projection in mind, risk computation islentical to the previous section, except for the
computation of theattack probabilityex, of a given attack path. Now, this probability ismquuted as the
product of the edge weights in the path (givervhy and thenode traversal costgiven by cross-segment
vulnerability valuey;; . This yields the following expression forx, for a given attack patt? =

(€1, €z s CN):
N-1
Xp= | |lli,i+1 "Vii+1

i=1

This problem reformulation, though theoreticallye@lent to the previous one, is much more adedfaate
REACT. The reasons for this are twofold. On one dhathis more compact perspective reduces the
computational complexity qfci|cj, which in turn reduces REACT's reaction time. @e bther hand, for a
given graph structure of the projection, networkorgiguration after an attack reducesréscoloring the
graph -that is, redeploying components in an alternatoology- so that the overall risk induced by the
security incident is minimized. This allows us tpklre a range of successful techniques for topolog
optimization, as we will see in the following sects.

3.3.REACT framework implementation

3.3.1. Spectrum coloring for network reconfiguration
From the two projections (network-spread and camfion-spread) discussed above, we can see that
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network reconfiguration in the context of REACTdths, in reaction to an alert) is a nonlinear mgtation
process that involves finding the configuration efhiminimizes the overall risﬁ} caused by the incident.

General optimization q‘rﬁc_] as we will see in the evaluation, is a costlycess in terms of computation time,

and is therefore poorly-suited for the real-timef@enance requirements of the REACT system. It is
necessary, therefore, to find approaches whictyead satisfactory (albeit probably sub-optimal)ugmns in
a reasonable time.

To accomplish this, we will adopt a simplificatiohthe problem, whose rationale is as follows. @Giteat
Pe, depends on the maximum probabikty for all attack paths, and that the factors contiity to that

probability are the cross-segment vulnerabilityueal and the cross-configuration vulnerability valu#
adjacent nodes in the projections (Fig. 2 and Bjg.intuitively we need to minimize these vulnetipi
values in adjacent nodes. Roughly speaking, we teeagoid having highly similar configurations ifghly
reachable network segments, to make it difficuliré@e successful attack paths through the network.

This aim of avoiding similar features in close igem similar to that of the mathematical graph dalp
problem, see [47] and the references therein. imell-studied problem, an abstract graph (a $etodes
together with edges defined as pairs of nodes toobeected) and a set of colors are given, withaihe of
assigning a color to each node in such a way thamected nodes do not get the same color. Thislidea
been proved particularly useful for frequency assignt where, colors standing for frequencies and
connected nodes denoting potential interferencash s coloring ensures that interferences are adoid
However, in our problem we need a more flexibleodaly model which, instead of just forbidding trense
configurations in connected items of the networikpsato avoid highly similar configurations in highl
reachable items. Thus, instead of the classicgbhgreoloring problem we will consider thehreshold
Coloring Problem(TSC) [48], where we also have an abstract grapgh aset of available colors, but in
addition we consider an interference matrix whigsigns an interference value to each possible viay o
coloring a pair of connected nodes.

The goal of this TSC problem is to find a coloriwbich minimizes the maximum interference per node
(the optimal solutions for the example problem barseen shadowed in the figure). Our hypothesfsats by
applying the techniques we have used successfollyttfis problem to the problem of recoloring the
configuration-spread projection (as we stated ia tirevious section), we will find suitable resilien
alternative topologies in a reasonable time. Ofreguthe translation from one problem to the otkamot
direct, but it is fairly viable. With the perspeai of the configuration-spread projection, the cadet
represents the different network segmentehere we can deploy the different components, thedcolor
interference matrix represents the correspondimgsesegment vulnerability valugg. We also have to
augment the model to introduce edge weights, whimirespond to the cross-configuration vulnerability
valuesv;; of the components represented by adjacent nodes.

Alternatively, from the network-spread projectioergpective, the colors can represent the different
configurations for components, the color interfeenmatrix can represent the corresponding cross-
configuration vulnerability values;;, and the edge weights can represent the crossesggralnerability
valuesy;;. Of course, both perspectives are simplificatiohshe original risk model, and we will need to
evaluate to what extent they allow us to find geotutions for the problem. Our hypothesis is tlegse
perspectives and the use of graph coloring wilbwalto find good solutions in a reasonable timetHa
following sections, we describe the different tegnes we have evaluated to test our hypothesist, Rire
discuss some reference techniques from the literaflnen, we propose two novel techniques we expdut
especially adequate for this scenario, since thkg advantage of the graph structure of the prablem

3.3.2. Reference optimization techniques
To validate our hypothesis and evaluate the cautidh of our proposed approaches, we have compared
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them with several optimization techniques from eliéint scientific fields. For all these techniques, will
evaluate not only their performance in terms ofropt network configuration (i.e., risk mitigatior)ut also
the time they take to reach a solution, which iiced for their effectiveness in real scenarios.

Augmented Lagrangian Particle Swarm OptimizationR8D)

This technique was used because particle swarmwslleknown optimizer that has been successfully
applied to a number of problems [49, 50] and carcdwsidered a generic nonlinear optimizer that uses
complete information. More specifically, we haveosbn a parallel augmented Lagrange multiplier garti
swarm optimizer, which solves nonlinear non-smoathstrained problems using an augmented Lagrange
multiplier approach to handle constraints [51].

Augmented Lagrangian Harmony Search OptimizatidtH®0)

We have also used a generic optimizer based ondmgrrsearch, which is an evolutionary optimization
algorithm inspired by musical composition [52]. wigh ALPSO, this technique will be used as a reafeseof
a nonlinear optimizer with complete information. &lsove, we have used augmented lagrangian mutsplie
to deal with constraints.

Hill Climber (HC)

This technique starts from a randomly-generateghgcmloring, that is, starts by assigning a randoior
to each component in the graph. From this point, @nevery iteration, one graph node changes i co
randomly. If that mutation produces a better solutiwe store that coloring and go to the next itena This
process goes on until a maximum number of iteratismeached.

Simulated Annealing (SA)

We have also used a widespread nonlinear optiroizétichnique called simulated annealing (SA) [Z3, 5
When a coloring yields a utility loss against thieyious iteration coloring, there will be a prodapifor the
mechanism to accept it nonetheless. This probplilitdepends on the utility loss associated to the new

coloring Au, and also depends on a parameter known as anmpdelinperaturer, so thatP, = e M
Annealing temperature begins at an initial valugd #nearly decreases to zero throughout the ssoees
iterations of the algorithm.

The choice of these two mechanisms (HC and SAptsrbitrary. These types of techniques have yiklde
very satisfactory results in negotiation for noahn utility spaces [54], and are the basis for dwef our
previous efforts [55-62]. Furthermore, as discusged28], the comparison between hill-climbers and
annealers allows to assess whether the scenarir godsideration is a highly complex one, sincetioh
scenarios greedy optimizers tend to get stuckdalloptima, while the simulated annealing optimizsrds to
escape from them.

3.3.3. Proposed guided techniques

The techniques described so far are generic naalioptimizers, which are expected to reach readpnab
good results in our setting. However, they arertfliin the sense that they do not take advantagdeof
network structure of the problem. In the followingige propose two novel approaches to tackle the
optimization process, which take advantage of tiaply structure of the problem and thus, we expeeld
better results.

TSC-DSATUR
This technique adapts the sequential greedy algoriDSATUR [63]. Our implementation of TSC-
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DSATUR for the Threshold Spectrum Coloring problewoks for the colors minimizing the risk, as showwn
the pseudocode displayed in Algorithm 1. The atbami starts with an undefined coloring and iterdigs
selecting at each iteration the uncolored verteth Wie highest saturation degree, that is, thevatte more
already-colored neighbors, the one with highestrekedn the case of a tie, or a random vertex ambag
highest-degree vertices in the case of a douhl®©tiee a vertex has been selected, a color is assigned from
the available set so that the interference (istimation of risk) at vertex is minimized.

Algorithm 1: TSC-DSATUR

Input:
G = (V, BE): network graph, witlv (I V (set of vertices)
C = {c¢}: available color set
W: matrix representing interferences between colors
Output:
S final network graph coloring
c(v=0,0vOV
whileOv OV | ¢(v)=0 do:
V = argmaxny: = Saturation_degre€x)
c(v) = argmingi o ¢ 2uone); qv=0 W(C(U), G
end

For further details about this technique and itsav@our in generic graph-coloring settings, readasy
refer to the work [48].

Gossip-partitioned Belief Propagation (GPBP)

Belief Propagation (BP) is a message-passing heufis solving optimization and inference probleins
the context of a graphical model [64]. Under certaonditions, BP is able to find optimal solutiotws
factorized optimization problems, that is, optintiaa problems of the form

minimize Z ®;(x;) + Z Y. (x.)
iev cec
subject tox; E R, Vi€V

where V is a finite set of variables and C is atdircollection of subsets of V representing constsad;
functions are called variable functions (they depen the value of a single variable), a#dfunctions are
called factor functions (they depend on specifimbmations of variables called factors). All thésactions
are real-valued.

For the REACT purposes, we need to translate ogimauated Threshold Spectrum Coloring to a factorized
optimization problem. Let us see an example of howlo this for the configuration-spread projectivvie
use our components as variables (which can takerelift values; depending on where they are redeployed)
and the links between pairs of nodes (which reptesienilar nodes through which attack spreads nwzyQ
as constraints. According to this, we define theesponding functions as follows:

Di(sp) = wv;
Welsisp) = vy,  YC=(0))

That is, we multiply the inherent segment and gprrftion vulnerability values for each variabledtion,
and we multiply the cross-segment and cross-cordtgn vulnerability values for each factor functioAn
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analogous formulation could be done for the netwspiead projection.

With this formulation, we try to mitigate both timapact of putting very similar components closeséxh
other, and the impact of putting inherently vulideacomponents in inherently vulnerable segments. (e
placing a machine with a lot of accessible servingke outer DMZ). It is worth noting that thisrfoulation
differs from the TSC problem, given that here wettr minimize the sum of the contributions for adides in
the graph, while pure TSC aims to minimize the mmaxi contribution for any single node in the graph.
However, as we showed in [48], sum minimizatioraigood heuristic to minimize the maximum in this
context.

A A B C D

D A.B AD B,CB,D

Fig. 4. Factor graph (right) for our example TSC problem.

Once the formulation has been established, we tebdild the factor graph of our problem, which is a
bipartite graph withvariable nodesin one side of the partition anf@dctor nodescorresponding to the
constraints in the other side of the partition.Ksiletween both partitions occur between a comsteaid the
variable nodes it refers to. An example of the Itesyifactor grapt¥ would be as shown in Fig. 4.

Finally, we would have to apply the min-sum aldurit for BP [64]. The problem with directly applying
the min-sum BP algorithm to our problem is that #dgorithm only has correctness and convergence
guarantees when the solution is unique and therfagaph is a tree. Although solution uniqueness ma
achieved with randomized weights as suggesteddily fBost of our scenarios do not create tree fagtaphs.
Taking this into account, to ensure convergencecamcectness of the algorithm, we divide the fagi@ph
derived from our problem formulation into treesngsa gossip-inspired technique [64]. Of course, wive
work with the resulting set of trees, we would ldlse information about the interference from neigishin
different trees. To minimize the impact of this plification, we introduce this effect in the furmtis®;(s;)
of the frontier nodes.

4, Evaluation of REACT

4.1.Simulation settings

For the evaluation of the proposals, we have implated a Python simulator together with a networkX-
based computational model of the problem, whiclistizally represents the threat model relatedamzlay
malware infection using diversity metrics [6] aridkrbased probabilistic propagation. Unlike othepers
[45], we make use of a wide range of scenariositithide very different situations, as criticalrastructures
are diverse. Moreover, we have resorted to randmenasios as they are able to represent higher diiyer
than using a specific scenario, as we are focusedemeric critical infrastructures. Finally, forethime
measurements, it is worth noting that we have cotadlithe experiments on an Intel Core i7-2600 \8ith
CPUs@3.40GHz and 8GB RAM, running Ubuntu 14.04.8LT

To test the performance of the REACT system, weeggad an extensive set of scenarios representing
different instances of the multilayer network modebcribed in section 3.1. In particular, we geteet®0
different scenarios, as follows:
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* We generated six different Asset Layer graphs, faweach of the following numbers of assets: {60, 7
80}. Each graph was generated as ani&#i@enyi random undirected acyclic graph, with p50.Dhis
creates an average degree of dependencies betasets & the range of 3-4. That means, on average,
each asset depends on 3-4 other assets. Eachhvassassigned a random value, drawn from a uniform
distribution between 1 and 10. Without loss of gality, dependencies between assets are assumed
absolute. That is if assef depends on asset and asset; fails, a; fails too and all its value is lost.

« For each asset graph of N assets, two compondatites layer categories have been generated, having
2N components each. Each component layer categasygenerated as a random undirected&REenyi
graph with p values in the set {0.1,0.3}. This gettes component/instance layer categories where a
given zero-day is supposed to effect, on avera@# a4nd 30% of the components (with varying degree
of similarity among instances). This models a =st@lisituation and a worst-case scenario. For each
category, 10 different instance layers were geedrabrresponding to different configuration choices
For each instance layer, configurations for comptsa&ere randomly drawn from a set of 10 different
configurations.  Inherent zero-day vulnerabilitylues v; were drawn from a uniform distribution
between O and 1 for each configuration. Crossigardtion vulnerability valuesy;; between
configurations were set so that “further apart gpnhtions” in the “configuration spectrum” havewer

1
== ...).
32
e Finally, we randomly deployed each instance in pology layer comprising 6 different network
segments in a typical defense-in-depth scenar@, (€oncentric rings of security). For each pair of

segmentgs;, s;), the cross-segment vulnerability vajue depends on the distance between the segments
in the topology, following an exponential decayg(e.,, = uy3 = % Vi = % ...). Inherent segment

. . 1
values, following an exponential decay (e = v,3 = V16

vulnerability valueg:; were set tqu; = % assuming the “outer” segment is totally exposed.

For each one of the sixty scenarios, we run siriorat of the REACT system in the event of the
compromise of each single component, which accdont200 different security breach scenarios, \giich
one of the four optimization techniques mentiorreddction 3.3.2 and the two guided approaches pegpim
section 3.3.3 to derive an alternative deploymédrthe components aiming to minimize risk. In alsea, we
measured the reduction of the overall ﬁp@jkfrom the original deployment to the REACT reconfigtion.

We also measured the amount of time taken by th&@IEsystem in providing a solution. We configurée t
REACT mechanisms to work either in tmetwork-spread projectiorand in theconfiguration-spread
projection to see the effect of applying the same heuristidsoth perspectives of the problem.

4.2.Simulation results for the REACT system
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Figure 5 shows the risk reductiorﬂ/p_cj") for the network-spread projection and for thefedént
techniques under study for different valuesnofnd p with the notationrf, p. Note thatn represents the

0.8
I ALHSO
EE—— ALPSO
|| o— HC
0.6 | po— sa
—- IS GPEP
Ry [ TSC-DSATUR
o
-~ 04
<
0.2
0_

(60,0.1) (60,0.3) (70,0.1) (70,0.3) (80,0.1) (80,0.3)

Fig. 5. Risk reduction results for the network-spread gutpn.



Marsa-Maestre et al. / Journal of Network and Cotepé\pplications xx (2018) Xxx-yyy 17

ALHSO
ALPSO

HC

SA

GPBP
TSC-DSATUR

T

(60,0.1) (60,0.3) (70,0.1) (70,0.3) (80,0.1) (80,0.3)
Fig. 6. Risk reduction results for the configuration-spreaojection

number of assets (forin {60, 70, 80}) andp is the ratio of components affected by each zenpattack (for

p in {0.1, 0.3}). Each bar represents the mean valod 95% confidence intervals of the risk reduction
obtained from the 10 different instance layers whexcoloring” them according to the network-spread
projection (i.e., changing the configuration of t@mponents). Moreover, risk reduction represdmgsratio

of the risk obtained by the optimization techniqueler stud)(p_cj) and the risk of the original deployment

(p_cj"), and, for that reason, lower values representbegtérformance. Additionally, for each scenario
category, we show as a solid black line the medueviar all the techniques under study. Resultsstiat,
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in terms of risk reduction the best performancebitained by GPBP, closely followed by TSC-DSATURIrO
proposals highly outperform the other optimizer$isTis probably due to the fact that, being generic
optimizers, they do not take advantage of the nétwtructure of the problem. On the other handim 6

we show a similar plot but for the configuratiorresd projection, that is, redeploying components in
different network segments without altering theanfiguration. For this projection, the performarafethe
different algorithms under study is closer thantlie network-spread projection. More specificallge t
performance of our proposal GPBP is the best, but TNSC-DSATUR takes second place in three of the
categories, and SA takes second place in the tires.

It is also very interesting to compare the resw#tached by using both projections: network and
configuration-spread (Fig. 5 and 6, respectivelfyjve compare the reduced risk for a certain catggo, p
and for a certain technique in both figures, we daarly conclude that using the network-spreadegtmn
we are able to reduce the risk much better thargusie configuration-spread projection.

Since REACT is a framework that must operate inrreely manner to minimize the effect of possible
intrusions, we have also to evaluate the time rmdgecach of the algorithms to be reduce the ristr that
purpose, Figs. 7 and 8 represent the running tifoesach technique and for the network-spread and
configuration-spread projections, respectively. eNohat the time needed to execute TSC-DSATUR is
negligible, so it cannot be distinguished in tlgufes. The second fastest technique depends qmdjeetion
under use, because in the configuration-spreackgiion it is GPBP while in the network-spread petifn
there are two very similar techniques (HC and S#jich yield significantly better times than GPBRiKing

14
ALHSO

ALPSO

HC

SA

GPBP
TSC-DSATUR

124

i

Time (5)

(60,0.1) (60,0.3) (70,0.1) (70,0.3) (80,0.1) (80,0.3)
Fig. 7. Time required by REACT to recover from an incidesing different techniques for the network-sprpagjection.

20
ALHSO

ALPSO

HC

SA

GPBP
TSC-DSATUR

i

Time (s)

(60,0.1) (60,0.3) (70,0.1) (70,0.3) (80,0.1) (80,0.3)

Fig. 8. Time required by REACT to recover from an incidesing different techniques for the configuratigmesd projection.
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into account the results about the performancehefdifferent techniques in terms of risk reductamd
running time, we can conclude that, from all thehtéques under study, the best choice will dependhe
time constraints we have. If we want to obtain test performance in terms of resiliency, we should
definitely use GPBP. However, if time limits arawéight, probably the best choice is to use TSCADSR,
as its performance in terms of risk reduction &sselto the best one (GPBP), but it is the fasbgstar, of all
the approaches we studied.

Now, we focus on the effect that some network rogsthave in the achievable risk reduction. In Fig. 9
describes how the risk reduction changes as aifumof the expected average degree of the netwwdd(ct
np). In this figure we show that the risk reductiogpénds omp almost linearly for all the techniques under

1.0 T T T T T T T

Pe;/Pe,”

=== ALHSO === GPBP HC
=== ALPSO === TSC-DSATUR SA
00 L Il Il Il Il Il Il Il
6 8 10 12 14 16 18 20 22 24

np
Fig. 9. Risk reduction as a function of the prodopt
study. From this figure we can conclude that tleehable risk reduction is higher for simpler gragiten for

the most highly connected. The results shown arghfe configuration-spread projection, althoughikim
ones are obtained for the alternative network-sppeajection.
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Finally, we are interested in how different netwarkerage centrality metrics affect the risk redurctior
the different techniques. This effect is shown ig.FL0O (again, for the configuration-spread projection,
although similar conclusions can be drawn from tiework-spread projection). In general, centrality
measures the importance of a vertex (node) in phgf@5]. This importance can be measured in differe
terms, which leads to different centrality metri@etweennessneasures to which extent a vertex in the
network is on the shortest paths that join othetices. More specifically, for each pair of verscg t
different fromyv, the ratio of shortest paths betwegeandt containingv is obtained, and these ratios are
summed upClosenessentrality represents the mean distance from a riodother nodes, so it can be
computed as the inverse of the farness normaligetthdo number of other nodd3egreecentrality accounts
for the number of neighbors a vertex has. Finaligenvector centrality can be considered an exteard the
degree centrality, but in eigenvector centralityoale is important depending not in the number adhimors,
but in the importance of its neighbors. Storing teatralities of the vertices in a vector, thisngiout to be
the eigenvector associated to the largest eigeevalthe adjacency matrix of the graph. As it cardbduced

from Fig. 10, the behavior among the different téghes do not differ depending on the metrics, socan
1 1
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Fig. 10. Effect of graph metrics in risk reduction.

perform an analysis for all the techniques as alevhbis interesting to see that the best riskugtihns can be
reached for the lowest values of closeness ancedeggntrality. However, it is desirable to havehhiglues
of betweenness centrality for REACT to be ableaduce risk more drastically. Finally, and regardihg
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eigenvector centrality, we can conclude that théfrim does not influence in the risk reductionwaeshave
very different reductions for the same values @$ ttentrality. To summarize the results in termsthaf
underlying physical infrastructure on the effectigss of the system, we can conclude that for hatiadpest
resilience it is of paramount importance to hawe i@lues for the network degree (from Fig. 9), elusss
and degree centralities (from Fig. 10) and higluesalfor the betweenness centrality (from Fig. 10).

4.3. Comparison of TSC-DSATUR with other relevant apphes in the literature

As stated in Section 2.3, our work [44] is piongeproposing a reactive redeployment of componemts
reduce the risk after an attack has occurred.itnghper, we have generalized the approach invigt#] both

a more detailed model and the use of the graptriogldechnique TSC-DSATUR, which we had tested in

graph coloring problems in a different domain [48% described in Section 2.3, in a very recent wWdgK,

other authors proposed the use of graph coloricignigues in a related setting, to increase therdgaf a

Smart Grid installation by adding diversity in tHeployment of security mechanisms. There are saye k

differences between their work and ours:

e Their model is specific to Smart Grid settings, hours is generic for any critical network
infrastructure.

e Their model only considers the optimization of ttenfiguration of security mechanisms, while in our
model we propose to optimize the configurationlb€amponents of the infrastructure.

e Their model is intended for design instead of reactalthough this per se does not limit its apgibitity
for reactive resilience.

e Their model does not allow to optimize the locatiwnere the different components are deployed. This
makes it only comparable to our network-spreadgutan.

e Their proposed approach, which they call Graph ajpGame (GCG) uses only proper colorings, i.e.,
colorings with no monochromatic edges, and theeefthey assume the number of available
configurations is enough for such colorings to gxisaking the number of configurations available
depend on the structure of the scenario graph wrmlesideration (in particular, of the maximum degre
A(G) of the graph G). In our model, we assume the nunadfeavailable colors (which represent
configurations or network segments, depending oithwjrojection is considered) to be limited, and we
allow for the use of improper colorings (i.e., aihgs where there are monochromatic edges).

Taking these key differences into account, anthénsipirit of making a fair comparison in spite leéin, we
have performed a second set of experiments, wheréhave compared GCG with TSC-DSATUR, which,
although not being the best of our proposed apbexds the most directly comparable one, sincg #ne
both graph coloring techniques. We have also iredutivo classic techniques for proper colorings as
references: the Welsh-Powell coloring (WP) [66] éimel DSATUR coloring [63]. We have assumed GCG to
be capable of optimizing the configuration of abbngponents in the network, and not only security
mechanisms. Finally, we have run the three propkring techniques (GCG, WP, and DSATUR) in all of
our scenarios with an unlimited set of colors (sat they could achieve proper colorings), and therhave
run TSC-DSATUR with the minimum number of coloreddy these techniques at each scenario. Thigis th
worst possible case for TSC-DSATUR.

Table 1 summarizes the results of the comparisathefibovementioned techniques (DSATUR, WP and
CGC) with our proposal (TSC-DSATUR). In this table show the risk reductiqu]/p—ch (average and

95% confidence intervals) that the different pradesare able to reach, together with the computaiioe
required by each one. Note that we show in boldbtbet value (i.e., the lowest) obtained for ea@nado.
Analyzing the results, we show that TSC-DSATUR oistathe best results in terms of risk reduction,
followed by GCG. Note that fon,p)=(60,0.3) CGC is slightly better than TSC-DSATUR, althoudte t
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difference is not statistically significant. Resu#tlso show that WP is usually better than DSATWRich
usually gets the worst performance among all thbrtigues under study. It is also interesting to gara the
computation time required by the different techeisjuAlthough TSC-DSATUR is the slowest technique
among all the studied ones, it must be noted tsatamputation time is 5ms in the largest scenanider
consideration. Finally, Fig. 11 shows the risk rthn obtained by the different techniques as ation of
the product np. Note that the shaded areas ardwendifferent curves represent the 95% confident\als.
Results show again that the best choice for reduigk, from all the studied techniques, is TSC-O8KR.

(p_cj/mo) Time
n p Approach Average Cl
DSATUR 0.6798 0.019p 1ms
01 WP 0.6649 0.0174 <1ms
GCG 0.5810 0.015L <1ms
60 TSC-DSATUR 0.3549 0.0113 1ms
DSATUR 0.7674 0.0078 1ms
03 WP 0.6978 0.005f <1ms
GCG 0.6263 0.0125 <lms
TSC-DSATUR 0.6406 0.0181  3ms
DSATUR 0.8199 0.014p 1ms
01 WP 0.7546 0.0144 <1ms
GCG 0.7026 0.0160 <1ms
70 TSC-DSATUR 0.4741 0.0069 2ms
DSATUR 0.8704 0.013p 2ms
03 WP 0.8331 0.0120 <1ms
GCG 0.7490 0.0086 <1ms
TSC-DSATUR 0.5298 0.0146 4ms
DSATUR 0.7796 0.016p 2ms
01 WP 0.8467 0.0192 <1ms
GCG 0.6218 0.0076 <1ms
80 TSC-DSATUR 0.4733 0.0081 2ms
DSATUR 0.8153 0.0121L 2ms
03 WP 0.7867 0.0131L <1ms
GCG 0.7560 0.016[L <1ms
TSC-DSATUR 0.6127 0.0053 5ms

Table 1. Comparison with previous proposals.
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Fig. 11. Comparison of the risk reduction with poes proposals as a function of the prochyzt

5. Conclusions and futurework

Critical network infrastructures (CNIs) are key qminents in current society so we must protect tfrem
malicious attacks that can exploit their vulnerdies and cause cascading failures with catastoophi
consequences. In this work we propose REACT, adwark for reactive network resilience in (semi-)
virtualized CNIs over a zero-day attack threat nhoREACT provides a network with the ability to gkily
reconfigure itself in the event of a security irezitl so that the risk of further damage is mitigated

The main contributions of the paper are the follmyviFirst, we propose a model for risk reductiodem
zero-day attacks based on multi-layer graphs. SEcgince resilience must be achieved in a timelymag,
we propose two different perspectives to the problend use them to approximate it as an extendioineo
well-known graph coloring problem. Third, we propdsvo novel techniques, GPBP and TSC-DSATUR, to
solve the problem and compare them with sever&-stfathe-art optimization techniques: a partioleasm
optimizer, a harmony search optimizer, a hill clenband a simulated annealer. Results show that our
proposals outperform the other techniques in tesfnisk reduction and execution time, which key fast
resilience that limits the damages after a maligiattack. In particular, GPBP obtained the beatli®sn
terms of risk reduction while TSC-DSATUR, was abdereduce risk almost as much as GPBP, but much
more quickly. Regarding the network metrics, we @amclude that some of them clearly affect the
achievable risk reduction, so it is important ttiay are taken into account in network design. Iinave
show some of the features that the underlying raykr network layout must have to be able to higkljuce
risk.

Although our proposed techniques have achieved satigfying results, in a future we are interedted
dealing with network resilience under multiple sltaneous malicious attacks, as this framework béllable
to represent more accurately some realistic sogmaWe are also working to integrate both projetio
(network-spreadand configuration-spreajl in the optimization process, so that we can aehigigher risk
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reductions. Finally, we want to study the influeméemultilayer network metrics in a similar way &s have
done in this work with graph metrics over the petifn graph.
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Highlights

e Risk reduction against zero-day attacks is an important issue in current society.

e Multi-layer graphs are useful to capture multiple network security related aspects.

e Reactive network redeployment is related to the graph coloring problem.

e We propose two techniques to redeploy the network upon a security incident

e Simulations show significant risk reduction when applying the proposed techniques.
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